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Abstract: As more and more large-scale scientific workflows are delivered to clouds, the business model of
workflow-as-a-service is emerging. But there are many kinds of threats in the cloud environment, which can inter-
rupt the task execution and extend the workflow completion time. As an important QoS parameter, the workflow
completion time is determined by the critical task path. Therefore, critical path redundancy method is proposed to
create a redundant path having the interact parallel relationship with the critical path, which can provide the protec-
tion for the tasks in the critical path and reduce the probability of the critical path interruption. Computing instance
allocation is an essential part of the cloud workflow execution, since only the tasks assigned the instance can begin
execution. In order to further reduce the workflow completion time, computing instance allocation algorithm based
on HEFT (heterogeneous earliest finish time) is proposed. The algorithm considers diverse task dependency rela-
tionships and takes full advantages of the critical path redundancy method, which can improve the efficiency of

workflow execution. Experimental results demonstrate that the proposed method can effectively reduce the cloud
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workflow completion time under the task interruption.
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1 Introduction

In many scientific research fields, such as
quantum physics, astronomy, bioinformatics and so
on, the process of scientific computing often con-
sists of tens of thousands of steps, requiring
large-scale data analysis and processing. In order to
properly manage, arrange, execute and track these
steps, the concept of scientific workflows is pre-
sented!" ). As the improvement of the complexity of
the scientific problems to be solved, the present
large scientific workflows often need to be imple-

mented on complex distributed computing envi-
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ronments, such as supercomputers, distributed clus-
ter systems and grid systems, but constructing such
a system requires extraordinary expensive costs.
With the development of virtualization tech-
nologies, the emergence of cloud computing pro-
vides a new deployment and implementation solu-
tion for scientific workflow applications. The cloud
computing takes the resource renting, application
hosting and service outsourcing as the core, builds
the computing environments through the integration
of distributed resources to meet a variety of service
requirements. As cloud customers, they no longer
need hardware purchase and software deployment,
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they just need to pay some fees to easily access the
required computing and storage resources through
the internet. Due to low costs and the convenient
resource access, more and more large-scale scien-
tific workflows are delivered to clouds to complete.

In the process of scientific workflow execution,
resource failures or malicious attacks will lead to
the workflow interruption. To avoid such problems,
Wang et al’®! propose to implement checkpoint
backup of the workflow by storing the workflow
intermediate data. When the workflow is interrupted,
the abnormal state can be fixed by backtracking to
the most recent checkpoint. However, checkpoint
backtracking will generate time overhead, resulting
in a delay in workflow completion time. For this
problem, a method to reduce the cloud workflow
completion time under the task interruption is pro-
posed. The main contributions of this paper are
listed as follows.

1) A threat model for cloud workflows is pro-
posed. In the model, tasks can be interrupted due to
malicious attacks or resource failures, delaying the
workflow completion. And the delay effects are re-
lated to the length of the path where the interrupted
task is located, the longer the path, the greater the
delay effects.

2) Critical path redundancy method is proposed,
which creates a redundant path having the interact
parallel relationship with the critical path to reduce
the interruption probability of the critical path in the
workflow.

3) A computing instance allocation algorithm
based on HEFT algorithm is proposed, the algo-
rithm takes into account diverse task dependency
relationships and takes full advantages of the critical
path redundancy method, which can improve the
efficiency of workflow execution.

2 Related work

The workflow completion time is an important

QoS parameter, since the consumers always specify

deadlines when submitting the workflow execution
requests to clouds. Therefore, many scholars have
studied how to ensure that the workflow can be
completed before the deadline. Abrishami et al¥
design a two-phase scheduling algorithm called par-
tial critical paths to minimize the cost of workflow
execution while meeting a user-defined deadline.

1®) present a two-step list sche-

Similarly, Wu et a
duling method, which will rank tasks firstly and
allocate each task a service which meets the
sub-deadline and minimizes the cost. Calheiros et
al'” use the available spare time and budget sur-
pluses between leased cloud computing resources to
replicate tasks, thereby ensuring that tasks are com-
pleted before deadlines. Considering the execution
costs and transmission costs comprehensively, on
the basis of genetic algorithm, Verma et al'’”! present
a deadline constrained scheduling method, which
can minimize the cost of the workflow execution
while meeting the deadline for delivering the result.
Currently, multi-core processors are widely used in
clouds, for this reason, Deldari et al® propose a
deadline-constrained workflow scheduling algo-
rithm for multicore resources in the cloud. Lin et al®
propose an online-scheduling strategy for conti-
nuous submitted scientific workflows on hybrid
clouds, aiming to complete the deadline-constrained
applications as fast as possible at a lower price.
Zheng et al'” combine the DVFS (dynamic voltage
and frequency scaling) technique and heuristic algo-
rithm to reduce overall energy consumption of a
workflow given an allocation of tasks to hosts and a
deadline to complete the execution. Sahni et al'!
exploit the advantages offered by cloud computing
while taking into account the virtual machine per-
formance variability and instance acquisition delay
to identify a just-in-time schedule of a deadline
constrained scientific workflow at lesser costs.
However, the above literatures do not consider the
situation where the tasks are abnormally interrupted.

The multi-tenant coexistence service mode of the
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cloud platform can easily introduce malicious at-
tacks. Consequently, the task interruption during the
workflow execution should not be ignored.

In order to avoid the task interruption during

112 consider that

the workflow execution, Yao et a
the process of rescheduling in cloud systems have
great similarities to the immune system which kept
the body stable by removing the intrusive antigens,
so an immune system inspired failure-aware re-
scheduling algorithm for the workflow task in
clouds is designed to improve the reliability of the
workflow. Task redundancy method is often used for
improving the workflow reliability. Ding et al'”
propose a primary-backup workflow scheduling
strategy, which copies the same task into two repli-
cas and schedules the two replicas to different
computing instances. In reference[14], the authors
propose cloud scientific workflow execution system
based on mimic defense technology, in which each
task is executed by three computing instances. Con-
sidering the cost and reliability together, Poola et
al'>' propose to use spot instances to reduce the
costs of the task redundancy method. In refer-
ence[17], the authors combine rescheduling algo-
rithm and task redundancy together to design a
fault-tolerant workflow scheduling algorithm.
From the above literatures, it can be found that
rescheduling and task redundancy are two com-
mon methods to improve the workflow reliability.
However, if the task is interrupted, rescheduling
will take some time to restore the workflow state,
and the time spent will delay the workflow com-
pletion. Task redundancy can seamlessly restores
abnormal task states, but if each task is replicated
into multiple copies and dispatched to different
computing instances, it will consume a lot of re-
sources. In reference[ 18], the authors propose that
redundancy method should be used for protecting
the important components. Based on this idea, it
is proposed to use task redundancy method to
protect the important tasks in the workflow.

3 The workflow model

3.1 The analysis of the workflow completion time
A workflow can be described by a directed
acyclic graph (DAG), in which each task is
represented by a node and each data dependency
between tasks is represented by a directed edge be-
tween the corresponding nodes. There is a workflow
as shown in Figure 1, it can be described by
G=V,E), where V={v,v,,---,v} represents
the task set, each task will be executed in a compu-
ting instance generated from the computing resource

pool and the corresponding task execution time is
T ={¢,t,,-,t} , each instance can not execute mul-

tiple tasks at the same time. The E={e,,-",e }

represents dependent data between tasks, using B to

represent the transmission bandwidth between the
computing instances, the data transfer time ¢

between tasksv, and v, can be calculated by (1).

0 ,if v, and v, belong to the same instance
t. .=

e. .
i, ,
7 2L else

(M

Some tasks in the workflow have multiple
predecessor tasks like v, they begin to be executed

only when all their predecessor tasks have been fi-
nished. So the completion time ¢, of the workflow

G can be represented by (2).
=L+ttt + 1+
Ly=max(t, +1,+t, +l,g, 0+, +1, +1,5) 1+l

t. =max(t,,t,) +t, =max(t, +1,t, +1)

@

A °t

Figure 1 A sample workflow
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3.2 The definition of the path length in the
workflow

A workflow can be divided into multiple paths,
as shown in Figure 2. Given a path p, in which

the task set is represented by V, ={v,,v,,--,v,},

the corresponding task execution time is represented
by T, ={,,t,-,t,}, the amount of dependent

data is denoted by E, ={e ,,e,, } and

s mlm

the transmission bandwidth between instances is B.
Then we define the path length /, by (3).

m -1
DX
i=1 Jj=1

0,if v; and v, belong to the same instance

= 3
S =) G ,else ®

After the definition of the path length, the
completion time #; of the workflow shown in

Figure 1 can be denoted by (4).

t, =1,
t—max(l sl — 1) 4
t. = max(?, t)+t =max(/,.l,.1,)

Therefore, the workflow completion time is
decided by the longest path in the workflow, the
longest path is called the critical path in the
workflow.

5
S
=
=3
s
S
NS
J“
O
=
=4
3
=
=3

Input . ey . 64 . es6 .Output

Figure 2 The path division in the workflow

3.3 The identification of the critical path in the
workflow

There are many kinds of computing instances
on the cloud platform, different kinds of computing
instances have different computing ability, so if the
same task is assigned to different computing in-

stances for execution, the required execution time-
will be different. Therefore, in practical applications,
the path length can not be used directly to identify the
critical path since each task execution time is uncer-
tain before computing instance allocation. For this
problem, an algorithm proposed by Topcuoglu!'” to
achieve the critical path identification is adopted.

In this algorithm, all tasks in the workflow

need to be ordered based on upward ranking rank,
and downward ranking rank,. The rank, of a

task v, isrecursively defined by

rank (v,)=w, + max (c +rank,(v,))  (5)

V ESUCC

where succ(v,) is the set of immediate suc-

cessors of task v,, ¢, 1is the average communica-
tion time of edge (i,j) and w, is the average ex-
ecution time of task v,. The calculation of upward
rank should start from the last task in the workflow

and traverse the task graph upward. For the last task
V. » the value of rank, is

ranku (vlast) = wlast (6)
the rank, ofatask v, is defined as

rank,(v,) = me?(; (rank, (v)+w; +¢;,) (7)
v; €pre

The calculation of rank, should start from

the initial task in the workflow. For the initial task,
the rank, value is 0. After calculating upward and

downward rank for each task in the workflow,
rank,,, 1is defined as

rank, ., (v;) =rank (v,)+rank,(v,) ®)
The tasks having the largest rank ,, constitute

the critical path in the workflow.

4 The threat model for the workflow

In the cloud computing system, many methods
can be used to break the execution of cloud
workflows. For example, adversaries can bypass
logical isolation between VMs via side channels to
% A kind
of vulnerabilities called VM Escape can be em-

attack the VMs performing the workflow!”

ployed to help attackers access privilege domain of
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Hypervisor, then all the VMs supported by this

21 will be compromised easily. A mali-

Hypervisor
cious user can perform guest denial of service attack
by starving there sources of the server, the VM ap-
plications running on the same server will be slowed
down or even interrupted®?!. Furthermore, there are
some attacks targeting hardware of the cloud®’), if
the hardware of the physical machine on which the
cloud workflow is executed fails, the cloud workflow

will inevitably be interrupted.
If an interruption occurs when a task v, is

being executed, extra time ¢, will be needed to

restore v, , so the time spent on v, will increase

by t,. It is assumed that v, will be interrupted

with the probability of p, #, denotes the execution

time of v, , so the actual time ¢/ spenton v, can
be denoted by (9).

o {t,( +¢,, the probability of p )

¢, , the probability of (1- p)

Although the interruption of the task in the

workflow will generate extra task execution time,

the delay effect on the workflow completion

caused by the task interruption is uncertain. The

workflow shown in Figure 1 is used as an example.
If the interruption occurs in the process of v, ex-

ecution, the workflow completion time will change
to (10).
tg =max(l, +1,,t,)+t, =max(/, +t,,/,,0,) (10)
Then (11) is used to show the relationship be-
tween t; and the length of the path where v, is
located.
tp+M,ifl, =M
to =ty +1, i M—t, <1, <M
M,ifl, <M -1,
M =max(l,,l,,l,)

(11)

It demonstrates that the workflow completion
time under the task interruption is related to the
length of the path in which the interrupted task is
located. The length of the path where the interrupted

task is located longer, the delay effect is greater.

S The proposed method

From (11) it can be found that there are two
ways which can reduce the workflow completion
time under the task interruption. One way is reduc-
ing the probability of the interruption of the tasks on
the longest path. The other is reducing the length of
the longest path in the workflow, i.e. M in (11).

In this section, firstly the critical path redun-
dancy method will be presented, which can reduce
the probability of task interruption occurring on the
critical path. Then computing instance allocation
algorithm is proposed to improve the overall
workflow execution efficiency, reducing M in (11).
5.1 Critical path redundancy method

It has been discussed that reducing the inter-
ruption probability of the tasks on the critical path is
a way to shorten the workflow completion time un-
der the task interruption. Based on this idea, critical
path redundancy method is proposed to provide the
protection for the tasks in the critical path.

In this method, the redundant replicas will be
built for each task in the critical path, all the redun-
dant replicas will generate a new path called redun-
dant path, the path combined the critical path and
the redundant path is called the enhanced path. After
building the redundant path, the relationship be-
tween the critical path and the redundant path
should be determined. There are two types of rela-
tionships, independent parallel relationship and

interactive parallel relationship, as shown respec-
tively in Figure 3 (a) and (b), v, denotes the re-

dundant task of v, . It is assumed that the proba-

bility p of each task being interrupted is the same.
In the independent parallel relationship, the en-
hanced path will be interrupted when at least one
task interruption occur in the critical path and all

the redundant paths, the interruption probability
P 18 denoted by (12).

Poa =[1=(=p)'T (12)
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—————— The critical path------+

Input . . . @ @Output
Input(: @ COutput

————— The redundant path - - - - -
(a) The mdependent parallel relationship between

the critical path and the redundant path

1~ - - - - The redundant path- - - - - '
(b) The interactive parallel relationship between the
critical path and the redundant path

Figure 3 The independent parallel relationship and the interactive
parallel relationship between between the critical path and the
redundant path

where n denotes the number of tasks included
in the critical path, & denotes the number of redun-

dant replicas for each task. In the interactive parallel
relationship, v, will begin to be executed if v, or

v, has been finished. So the enhanced path inter-

ruption will occur when the same task in all the

paths have been interrupted, interruption probability
P, is denoted by (13).

Pu =1-(01=p" (13)

The curves of p,, and p,, were plotted
with n changes when & =2, as shown in Figure 4.
From Figure 4 it can be found that compared with
the independent parallel relationship, the interactive
parallel relationship can provide higher security.
Therefore, in the critical path redundancy method,
we choose to build the interactive parallel relation-
ship between the critical path and the redundant

path, as shown in Figure 5.

e o o =
N o o o

e
WL R Lo

0.2

Independent parallel relationship
lnteractlve parallel relatlonshlp

40 50 60 70 80 90 100
The number of tasks

.O

The interruption probability of the cnhanced path

—_
(=)
(%)
(=)
w
(=}

Figure 4 The security comparison between the independent parallel
relationship and the interactive parallel relationship

—Critical path

(a) The critical path redundancy based on the interactive parallel
relationship between the critical path and the redundant path

—Redundant path

(c)v, will begm after v or

(b) v, will begin after v, and
v,are completed

v,are completed

Figure 5 The illustration of critical path redundancy method

5.2 Computing instance allocation algorithm

In the workflow, only the tasks that have been as-
signed computing instances from the cloud platform
can be executed, so computing instance allocation is
an essential part of cloud workflow execution.

It has been discussed that another way to re-
duce the workflow completion time under the task
interruption is shortening the length of the longest
path in the workflow, i.e. M in (11), which can be
realized by designing reasonable computing in-
stance allocation strategy, since the interdependent
tasks in the same instance do not need to transfer
dependent data through network, which can save the
time spent on the data transmission.

At the stage of computing instance allocation, a
computing instance allocation algorithm is proposed.
The proposed algorithm is improved from HEFT algo-

rithm™™”’

which has proven to be one of the most effec-
tive task scheduling algorithms in distributed envi-
ronments.

In HEFT algorithm, two important attributes
are defined, which are EST (earliest execution start
time) and EFT (earliest execution finish time).
EST(v,,p,) and EFT(v,, p ) represent earliest ex-
ecution start time and earliest execution finish time
of task v, on computing instance p_, respective-
Iy"” For the initial task v, , EST(v...,p.)=0.
For the rest tasks in the workflow, EFT and EST
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values are calculated recursively, starting from the
initial task, as shown in (14) and (15), respectively.

EST(v, p,) = max{avail[x], mad>§ ){AFT(vm) +e,.}}
v, €pred(v; ’

(14)
EFT(v,,p,)=w,, +EST(v,p,) (15)

where avail[x] denotes the earliest time when
computing instance p_ 1is ready for task execution,
pred(v,) denotes the set of immediate predecessor

tasks of task v,. e, , denotes the communication

m,i
time between v, and v,, if v, and v, are sche-
duled on the same computing instance, e,, is 0.
w, . represents estimated execution time to complete
AFT(v,) is

the actual finish time of task v, , after v, has been

task v, on computing instance p, .

allocated a computing instance p_, the earliest finish
time will be the actual finish time. Therefore, in order
to calculate EFT value of task v,, all immediate

predecessor tasks of v, must have been allocated

computing instances.

HEFT algorithm only considers the situation
where task v, can start to be executed only if all

immediate predecessor tasks of v, have been fi-

nished. However, from Figure 5 it can be found that

there are two kinds of relationship between depen-
dent tasks. In Figure 5 (b), task v, will begin to be

executed after v, and v,
EST(v,,p,) can be calculated by (16).
EST(v,,p,) =

max {avail[x], max {AFT(v,) + ¢ ,,AFT(v,) + e, }}

are completed, so

(16)
In Figure 5 (c), task v, will begin to be

executed after v, or v,

EST(v,,p,) can be calculated by (17).

are completed, so

EST(Vk’px) =
max {availlx], min{AFT(v,) +e¢, ,,AFT(v;) +e, ,}} (17)

Therefore, in the proposed computing instance

allocation algorithm, before allocating a computing
instance for task v, , all immediate predecessor

tasks of v, should be classified first. The imme-

diate predecessor tasks with the relationship of
“AND” and “OR” will be represented by
pred and(v,) and pred or(v,), respectively. Then

(14) can be transformed into (18).

EST(v,, p,) = max {avail[x], max { max

v, €pred_and (v, )

{AFT(v,)+e,,}, min

v, epred_or(v; )

{AFT(v,) + en’k}}} (18)

The proposed computing instance allocation
algorithm is shown in Algorithm 1.

Algorithm 1 Computing instance allocation
algorithm

1) Calculating rank, for all tasks;

2) Sorting the tasks in a scheduling list based
on rank, values;

3) while there are unscheduled tasks in the list
4) Choosing the first task v, from the

scheduling list;
5) for each computing instance p,
6) Calculating EST(v,,p,) by (18);
7) Calculating EFT(v,,p,) by (15);
8) end

9) Assigning task v, to the computing in-
stance p, which minimizes EFT of task v,

10) end
5.3 The procedure of the proposed method

In this section, a workflow shown is used in Fig-
ure 1 to illustrate the procedure of the proposed me-
thod. It is assumed that there are 3 computing in-
stances, the time required for each task execution on
different computing instances is shown in Table 1. The
communication time of each edge is shown in Table 2.

Table 1 The time required for each task execution on

different computing instances

. Tasks
computing
instances
v v, v, V, Vs Ve
)2 8 7 9 10 6 8
28 9 8 10 11 7 9
Ds 10 9 11 12 8 10
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Table 2 The communication time of each
edge in the workflow

Edge €, €4 €5 € €6 6

Time 1 3 1 2 2 1

1) Calculating rank, , rank, and rank

u+d

for each task in the workflow, the results are shown
in Table 3. According to rank, , values, v, v,,

vs and v, constitute the critical path.

Table 3 ranky, ranky and ranky+q value of each
task in the workflow

v, rank, (v,) rank, (v,) rank,,,(v,)
v 43 0 43
v, 30 10 40
Vy 21 19 40
v, 31 12 43
Vs 17 26 43
v 9 34 43

2) Employing the critical path redundancy me-

thod to build a redundant path, as shown in Figure 5.

The execution time of v, and v, areO.

3) Recalculating rank, for each task in the
workflow. Then sorting the tasks in a scheduling list
by the order of rank, 6 values, it is {v,,v/} >
{vvit = v, & vy > {v,vit > {v, v} . rank, (v;)
is equal to rank, (v/), so the order of v, and v/
doesn’t matter.

4) Performing computing instance allocation
algorithm.

6 Experiment

In this section, three experiments are designed.
(D Evaluating the workflow completion time of the
critical path redundancy method. @ Evaluating the
workflow completion time of the proposed compu-
ting instance algorithm. (3) Evaluating the resource
requirements of the proposed method.

The experiments are conducted with the
Workflow Sim toolkit*¥, which is an open source

software designed for workflow scheduling simu-
lation in clouds. In this software, workflows are
described in XML language, which contains the
information about tasks and links. The proposed
method in this paper mainly includes two steps:
the critical path redundancy and computing in-
stance allocation. Similarly, critical path redun-
dancy module is constructed and computing in-
stance allocation module. Critical path redundan-
cy module firstly reads in the original XML file
representing workflows. Afterwards it will find
the tasks contained in the critical path and build a
new redundant path by the proposed method.
Then the module will output the new generated
workflow in the format of XML. After that com-
puting instance allocation module will be read in
the new generated XML file, then it will perform
the proposed computing instance allocation algo-
rithm and output the results.

The workflows used for experiments are Cy-
berShake, Epigenomics, Montage and Inspiral, which

are published by Pegasus project[25'26]

and widely
used to measure the performance of scheduling algo-
rithms. For each type of workflow, four kinds of
DAG with different number of jobs and edges are
introduced. For example, CyberShake workflow has
4 kinds with 30, 50, 100and 1 000 tasks, respectively.
In this experiment, each kinds of workflow with
maximum tasks is used for evaluation. The DAG
characteristics of these workflows, including the
number of nodes and edges, average data size and
average task runtime are given in Table 4, the struc-
tures of them are shown in Figure 6.
6.1 Evaluating the workflow completion time of
the critical path redundancy method

In this experiment, the number of available
computing instances is 120, the computing ability of
each instance is randomly generated from 800 to
1 200 MIPS. It is supposed that each task in the
workflow has the same probability of interruption
and the time of task interruption is equal to the
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Table 4 The parameters of workflows used for experiments

[12]

Workflow Number of tasks Number of edges Average data size/MB Average task runtime/s
CyberShake(1 000) 1000 3988 102.29 22.71
Epigenomics(997) 997 3228 388.59 3 858.67

Montage(1 000) 1000 4485 3.21 11.36
Inspiral(1 000) 1000 3246 8.90 227.25

W

(a) CyberShake

K%)

(b) Epigenomics

(c) Montage

(d) Inspiral

Figure 6 The structures of workflows used for experiments

average task runtime. The probability of task inter-
ruption is regarded as the variant to record the aver-
age workflow completion time. For comparison, 3
types of workflows are created, which are the original
workflow, the workflow with non-critical path re-
dundancy and the workflow with critical path redun-
dancy. The original workflow adopts HEFT algo-
rithm to allocate computing instances and the others
employ the proposed computing instance allocation
algorithm. The evaluation results are shown in Figure
7. From the figure it can be found that the starting
and ending points of the three curves are roughly the
same. The starting point represents that the tasks will
never be interrupted and the ending point represents
that the task must be interrupted. At these points, the
length of the critical path in these workflows are the
same, so the three curves share the same starting and
ending points. Between the starting point and the
ending point, the average completion time of path
redundancy method is shorter than the original
workflow, since the redundant path can reduce the

impact of task interruption on workflow completion
time to some extent. Compared with the non-critical
path redundancy, critical path redundancy method has
the better result, because the workflow completion
time is decided by the length of the critical path in the
workflow, the protection for the critical path will
bring the greatest security gain.
6.2 Evaluating the workflow completion time of
the proposed computing instance allocation algo-
rithm

In this experiment, the number of available
computing instances is 120, the computing ability of
each instance is randomly generated from 800 to
1 200 MIPS. For comparison, the proposed algorithm,
HEFT and CPOP!"" algorithms are used for compu-
ting instance allocation for the workflow with critical
path redundancy, respectively. We record the average
workflow completion time for each computing in-
stance allocation algorithm under 3 task interruption
probabilities (0, 0.2 and 0.4), the results are shown in
Figure 8. From the figure it can be found that the
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Figure 7 The evaluation results of the critical path redundancy method

proposed algorithm has the best effect, since diverse
task dependencies are not considered in HEFT and
CPOP algorithms. Using ¢, (v,) to denote the time
when task v, start to be executed, ¢, (v,) de-
notes the time when task v, is finished, pred(v,)

represents all the immediate predecessor tasks of v, .

In these algorithms, the tasks can only be executed
when all their predecessor tasks have been completed,
so t,.(v,)>max{t, , (pred(v,))} . However, in the
critical path redundancy method, the tasks in the crit-
ical path and the tasks in redundant path belong to
backup relationships, so if a task has multiple prede-
cessor tasks belonging to backup relationships, the
task can start to be executed when one of predecessor
tasks has been finished. The proposed computing
instance allocation algorithm takes into account the
backup relationship between tasks, so it can effec-
tively improve the workflow execution efficiency.

6.3 Evaluating the resource requirements of the
proposed method

In this experiment, the task interruption
probability is set to 0.2, the number of available
computing instances is variable (60, 80, 100 and
120). Average completion time of the original
workflow and the workflow with critical path re-
dundancy were recorded, the results are shown in
Figure 9. From the figure it can be seen that in-
creasing the number of available computing in-
stances can effectively improve the efficiency of

workflow execution, it is because there are two
factors that determine the start time ¢, (v,) of a

task v,, one is the longest completion time ¢

longest
of all predecessor tasks of v,, the other is the
time when the resource reaches an idle state ¢, .
}. With the increase of the

tstart (vi ) > max {tlongest 4 tidle

number of available computing instances, there
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Figure 8 The evaluation results of computing instance allocation algorithm

are more idle instances during the workflow ex-
ecution, which can reduce the value of ¢,, and
improve the efficiency of workflow execution.
But the efficiency improvement is not endless,
since Lun is affected by both ¢,

ongest

and 4.,

the increase in the number of available computing
instances will affect the value of ¢, but will not

affect ¢ With the decrease of the number of

longest *

available computing instances, compared with the
original workflow, the performance of workflows
with the critical path redundancy will deteriorate
more rapidly. Because the purpose of the critical

path redundancy method is to reduce the value of
t under task interruption, if the number of

longest
available computing instances is small, f, will be
the main factor in determining ¢, (v,), the purpose

of reducing ¢,

ongest

will become meaningless. Fur-

thermore, the critical path redundancy method in-

creases the number of tasks in the workflow, more
computing instances are needed to execute the add-
ed tasks, so the proposed method increases the de-
mand for resources. Therefore, the proposed method
can produce good results only when there are
enough computing instances available.

7 Conclusion

The task interruption in the workflow will delay
the workflow completion. For the problem, we firstly
analyze and conclude that delay effects caused by the
task interruption is related to the length of the path
where the interrupted task is located, the longer the
path, the greater the delay effects. Then we present
the critical path redundancy method to create a re-
dundant path having the interact parallel relationship
between the critical path, reducing the interruption
probability of the critical path. Furthermore, since
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Figure 9 The evaluation results of resource requirements of the proposed method

only the tasks assigned the instance can begin execu-
tion, a computing instance allocation method based
on HEFT algorithm is proposed, which takes into
account diverse task dependency relationships and
takes full advantages of the critical path redundancy
method, improving the efficiency of workflow ex-
ecution. The experiment is conducted on Workflow-
Sim, four real world workflow models are used for
tests. Test results demonstrate that the proposed me-
thod can effectively reduce the workflow completion
time under the task interruption.
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